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DETAILED ACTION 

1. Claims i-27 have been presented for examination and are rejected. 

Response to Arguments 

2. Applicant's arguments filed 10/26/2005 have been fully considered but they are 
deemed not persuasive. 

3. In the remarks, applicant argued in substance that: 

(A) Prior art of Acharya fails to teach sending network provider advertising 
information to the client, as the server (100,200) is not a "client". It is well known that "a 
client is a node or software program that requests services from another node or 
software program". Acharya further fails to send advertising information to the server, 
or specify with which network the client desires access. 

As to point (A), servers are also capable of acting as clients when a general 
definition of the term "client" is applied; a good example is the definition supplied by 
Applicant above. For example, when two servers exclusively communicate with each 
other, their transmissions alternate between one acting as the current "client", while the 
other is the "server". In this sense, the server in Acharya is acting as a client when 
requesting services from another node. 
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Advertising information is also transmitted between server and client through the 
transactions that take place in the network. The server is made aware of the available 
service provider networks to connect with, and must specify one in order to 
communicate via that connection. Paragraphs 0017-0022 of Acharya outline the 
methods of transmitting this advertising information. 

(B) Prior art of Acharya does not teach multiple separate communication tunnels 
provided between the networks. Further, Acharya does not teach network connections 
to at least two serving networks. 

As to point (B), cited paragraph 0022 explicitly states, "These tunnels, once 
established, can be assigned to different virtual interfaces on the general purpose 
computer, which each interface corresponding to a different ISP link' (emphasis added). 

(C) The combination of Acharya and Forslow is improper because Forslow is 
"irrelevant" to the present invention. 

As to point (C), the combination of Forslow would enable the benefits of a mobile 
virtual private network providing secure client data access (Forslow, paragraph 0065). 
Both ForslGw and Acharya teach IP layer implementations, and Acharya teaches a 
virtual interface methodology that would be benefit from the VPN security and 
management techniques taught by Forslow. 
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(D) The combination of Acharya and Le is improper because Le is directed to a 
different layer of network functionality and no useful purpose would be achieved by the 
combination. 

As to point (D), both are network management systems that teach 
implementations on the IP layer (see Acharya, paragraph 0022 and Le, abstract). See 
also the motivation given in the previous office action. 

Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), 
by another filed in the United States before the invention by the applicant for patent or (2) a 
patent granted on an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international application filed under the treaty 
defined in section 351(a) shall have the effects for purposes of this subsection of an application 
filed in the United States only if the international application designated the United States and 
was published under Article 21(2) of such treaty in the English language. 

5. Claims 1, 3-6, 9, 10, 13, 17, 22, and 25 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Acharya et al. (US PGPub 2005/0108386). 

6. As per claim 1, Acharya teaches a method of dynamically connecting a client 
node to a serving network, comprising the steps of: 

providing an access network to which a client node has a network connection; 
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providing at least one access router having a network connection to said access 
network and having a network connection to at least one serving network; (Acharya, 
paragraph 0014) 

sending serving network provider advertising information to said client node; 

receiving from said client node serving network provider information specifying a 
serving network to which said client node desires access; and 

establishing a communication tunnel between said client node .and said access 
router through said access network, such that said client node is able to send and 
receive data packets to and from the serving network specified by said client node 
within said communication tunnel through said access network (Acharya, paragraph 
0022). 

7. As per claim 3, Acharya teaches the system further comprising the step of 
providing a second access router having a network connection to said access network 
and having network connections to at least two serving networks (Acharya, paragraph 
0014). 

8. As per claim 4, Acharya teaches the system further wherein when a serving 
network specified by said client node is associated with said second access router, said 
establishing step further comprises the step of binding said communication tunnel to 
said specified serving network associated with said second access router by using 
serving network information of said specified serving network as a security association 
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identifier of said communication tunnel (Acharya, paragraph 0022, specifically the 
specified virtual interface). 

9. As per claim 5, Acharya teaches the system further wherein said access router 
has network connections to at least two serving networks, said method further 
comprising the step of establishing a second communication tunnel between said client 
node and said access router through said access network, such that said client node is 
able to selectively send and receive data packets to and from each of said two serving 
networks (Acharya, paragraph 0022). 

10. As per claim 6, Acharya teaches the system further comprising the step of 
providing a second access router having a network connection to said access network 
and a network connection to at least one serving network, said method further 
comprising the step of establishing a second communication tunnel between said client 
node and said second access router through said access network, such that said client 
node is able to selectively send and receive data packets to and from each of said 
serving networks associated with said access routers through said communication 
tunnels (Acharya, paragraph 0022). 

11. As per claim 9, Acharya teaches the system further wherein said at least one 
serving network comprises an Internet Service Provider network (Acharya, paragraph 
0014). 
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12. As per claim 10, Acharya teaches the system further wherein said at least one 
serving network comprises a Network Access Provider network (Acharya, paragraph 
0014). 

13. As per claim 13, Acharya teaches the system further wherein said access 
network comprises an IP access network (Acharya, paragraph 0022). 

14. As per claim 17, Acharya teaches the system further wherein said client node 
connects to said access network via a remote network (Acharya, paragraph 0014). 

15. As per claim 22, Acharya teaches a method of connecting a client node to 
multiple Internet service providers, comprising the steps of: 

providing an access network through which said client node may communicate 
with said multiple Internet service providers; and (Acharya, paragraph 0014) 

establishing a separate communication tunnel within said access network for 
each of said multiple Internet service providers, such that said client node is able to 
send and receive data packets to and from each of said Internet service providers within 
said separate communication tunnels through said access network (Acharya, paragraph 
0022). 
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16. As per claim 25, Acharya teaches a method of connecting a client node to a 
serving network, comprising the steps of: 

providing an access router having a network connection to at least two serving 
networks; (Acharya, paragraph 0014) 

receiving from said client node serving network information specifying a serving 
network to which said client node desires to have access; 

establishing a communication tunnel between said client node and said access 
router through said access network, such that said client node is able to send and 
receive data packets to and from the serving network specified by said client node 
within said communication tunnel through said access network; and (Acharya, 
paragraph 0022). 

binding said communication tunnel to said specified serving network by using 
serving network information of said specified serving network as a security association 
identifier of said communication tunnel (Acharya, paragraph 0022, specifically the 
specified virtual interface). 

Claim Rejections - 35 USC § 103 

17. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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18. Claims 2, 8, 11, 12, 14-16, 18-21, 23, 24, 26, and 27 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Acharya et al. (US PGPub 2005/0108386) 
and Forslow (US PGPub 2002/0069278). 

19. As per claim 2, Acharya teaches the above yet fails to teach further comprising 
the step of authenticating said client node prior to establishing said communication 
tunnel. 

ForslGw teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094). It would have been obvious to one of ordinary skill 
in the art, at the time the invention was made, to have combined Acharya and Forslow 
to provide the networking system of Forslow in the system of Acharya, because doing 
so would enable the benefits of a mobile virtual private network providing secure client 
data access (Forslow, paragraph 0065). 

20. As per claim 8, Acharya teaches the above yet fails to teach wherein said step of 
sending serving network provider advertising information comprises the step of using a 
Router Discovery mechanism. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (ForslSw, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094) that utilizes a Router Discovery mechanism 
(Forslow, claim 85). It would have been obvious to one of ordinary skill in the art, at the 
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time the invention was made, to have combined Acharya and Forslow to provide the 
networking system of Forslow in the system of Acharya, because doing so would enable 
the benefits of a mobile virtual private network providing secure client data access 
(Forslow, paragraph 0065). 

21. As per claim 11, Acharya teaches the above yet fails to teach wherein said at 
least one serving network comprises a VLAN network. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094). It would have been obvious to one of ordinary skill 
in the art, at the time the invention was made, to have combined Acharya and Forslow 
to provide the networking system of Forslow in the system of Acharya, because doing 
so would enable the benefits of a mobile virtual private network providing secure client 
data access (Forslow, paragraph 0065). 

22. As per claim 12, Acharya-Forslow teaches the system further comprising the step 
of providing a virtual access point in said VLAN serving network, through which a client 
node may connect directly to said VLAN serving network (Forslow, paragraph 0094). 

23. As per claim 14, Acharya teaches the above yet fails to teach wherein said 
access network comprises a VLAN access network. 
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Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094). It would have been obvious to one of ordinary skill 
in the art, at the time the invention was made, to have combined Acharya and Forslow 
to provide the networking system of Forslow in the system of Acharya, because doing 
so would enable the benefits of a mobile virtual private network providing secure client 
data access (Forslow, paragraph 0065). 

24. As per claim 15, Acharya-Forslow teaches the system further wherein said VLAN 
access network is partitioned into multiple VLAN access sub-networks (Forslow, 
paragraph 0104). 

25. As per claim 16, Acharya-Forslow teaches the system further comprising the step 
of providing a virtual access point in said VLAN access network, through which a client 
node may connect to said VLAN access network (Forslow, paragraph 0094). 

26. As per claim 18, Acharya teaches the above, yet fails to teach wherein the step 
of establishing said communication tunnel comprises the step of using an IPSec key 
management protocol. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094) using an IPSec key management protocol (Forslow, 
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paragraph 0139). It would have been obvious to one of ordinary skill in the art, at the 
time the invention was made, to have combined Acharya and Forslow to provide the 
networking system of Forslow in the system of Acharya, because doing so would enable 
the benefits of a mobile virtual private network providing secure client data access 
(Forslow, paragraph 0065). 

27. As per claim 19, Acharya teaches the above yet fails to teach wherein said client 
node is a mobile node, and said network connection of said client node to said access 
network is a wireless connection. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN ■ 
network (Forslow, paragraph 0094). It would have been obvious to one of ordinary skill 
in the art, at the time the invention was made, to have combined Acharya and Forslow 
to provide the networking system of Forslow in the system of Acharya, because doing 
so would enable the benefits of a mobile virtual private network providing secure client 
data access (Forslow, paragraph 0065). 

28. As per claim 20, Acharya teaches the above yet fails to teach wherein said 
communication tunnel is a secure communication tunnel. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094) using an IPSec key management protocol (Forslow, 
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paragraph 0139). It would have been obvious to one of ordinary skill in the art, at the 
time the invention was made, to have combined Acharya and Forslow to provide the 
networking system of Forslow in the system of Acharya, because doing so would enable 
the benefits of a mobile virtual private network providing secure client data access 
(Forslow, paragraph 0065). 

29. As per claim 21 , Acharya-Forslow teaches the system further comprising the step 
of establishing said secure communication tunnel using an IPSec key management 
protocol (Forslow, paragraph 0139). 

30. As per claim 23, Acharya teaches the above yet fails to teach wherein said 
communication tunnel is a secure communication tunnel. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094) using an IPSec key management protocol (Forslow, 
paragraph 0139). It would have been obvious to one of ordinary skill in the art, at the 
time the invention was made, to have combined Acharya and Forslow to provide the 
networking system of Forslow in the system of Acharya, because doing so would enable 
the benefits of a mobile virtual private network providing secure client data access 
(Forslow, paragraph 0065). 
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31 . As per claim 24, Acharya-Forslow teaches the system further comprising the step 
of establishing said secure communication tunnel using an IPSec key management 
protocol (Forslow, paragraph 0139). 

32. As per claim 26, Acharya teaches the above yet fails to teach wherein said 
communication tunnel is a secure communication tunnel. 

Forslow teaches authenticating clients prior to establishing IPSec secure 
communication tunnels (Forslow, paragraphs 0093 and 0108) in a wireless VLAN 
network (Forslow, paragraph 0094) using an IPSec key management protocol (Forslow, 
paragraph 0139). It would have been obvious to one of ordinary skill in the art, at the 
time the invention was made, to have combined Acharya and Forslow to provide the 
networking system of Forslow in the system of Acharya, because doing so would enable 
the benefits of a mobile virtual private network providing secure client data access 
(Forslow, paragraph 0065). 

33. As per claim 27, Acharya-Forslow teaches the system further comprising the step 
of establishing said secure communication tunnel using an IPSec key management 
protocol (ForslSw, paragraph 0139). 

34. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Acharya 
et al. (US PGPub 2005/0108386) and Le et al. (US PGPub 2004/0019664). 
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35. As per claim 7, Acharya teaches the above yet fails to teach wherein said step of 
sending serving network provider advertising information comprises the step of using a 
PANA protocol. 

Le teaches the use of a PANA protocol in advertising network elements (Le, 
paragraphs 0039-0044). It would have been obvious to one of ordinary skill in the art, at 
the time the invention was made, to have combined Acharya and Le to provide the 
PANA protocol of Le in the system of Acharya, because doing so would PANA based 
advertisements. 

Conclusion 

36. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nicholas Taylor whose telephone number is (571) 272- 
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3889. The examiner can normally be reached on Monday-Friday, 8:00am to 5:30pm, 
with alternating Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on (571) 272-3880. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 305-3718. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Nicholas Taylor 
Examiner 
Art Unit 2141 




